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1
Decision/action requested

We propose that NAS SMC is assumed to be used to negotiate security features between 5G phases. There is no need for a new negotiation mechanism in phase 1.  
2
Rationale

S3-172384, S3-172401 and S3-172403 discuss a bidding-down attack and solutions related to a potential phase 2 architecture where the AMF and SEAF may not be co-located. Note that there is no decision or architecture agreed in 3GPP that would introduce a standalone SEAF. 

In this document, we intend to demonstrate that it is possible to introduce a standalone SEAF in phase 2 without a risk for bidding-down attack. 
3
Solutions   
The first option to solve the potential problem in phase 2 would be to terminate some of the NAS message to the standalone SEAF, instead of the untrusted AMF. This can be done either by tunnelling NAS messages via the untrusted AMF (Figure 1), or by redirecting the communication to untrusted AMF after security is negotiated (Figure 2). Running the initial unprotected Registration and first NAS SMC between the UE and the standalone SEAF seems like a potential option to avoid bidding-down problems in phase 2. The security negotiation should be performed between the UE and a trusted network nodes. It does not make sense to give the KAMF to untrusted AMF before such negotiation between the trusted entities is completed. 
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Figure 1: Tunnelling via untrusted AMF 
Another option is to let UE and standalone SEAF negotiate security first, and then re-direct the UE to the untrusted AMF. The re-direction is already supported by the NAS protocol. 
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Figure 2: Re-direction to untrusted AMF 
4
Proposal 

SA3 should conclude that the potential bidding down problem between 5G phases can be solved by NAS SMC. There is no need to solve the problem in phase 1. 
We would also like to remind that there is no agreement in 3GPP that there will be standalone SEAF in phase 2. 
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